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1. Introduction 

1.1 Overview 

OTA update sample scripts allow you to easily execute the OTA update function embedded in ISB-made Wi-SUN 

stack and check the operation. 

This document describes how to operate OTA update sample scripts. 

To execute OTA update using the OTA update function embedded in Wi-SUN stack, OTA Server and OTA Client 

applications are required to control Wi-SUN stack. 

Sample scripts implement the application operation of OTA Server and OTA Client respectively and can be used 

as a reference for practically developing the application by modifying the scripts and checking behavior variation. 

1.2 Configuration 

OTA update sample scripts run on the device configuration as shown below. 

②センサーノード
無線ファームウェアアップデート 構成イメージ

OTA Server

BP35C0-J11

UART

OTA update 

communication

OTA Client

BP35C0-J11

UART

Target of OTA update

 

Fig. 1 Configuration diagram 

 
Details of the device configuration shown in Fig. 1 are provided below. 

 

Table 1: Details of hardware used 

Hardware Description 

Test PC PC is used to execute scripts. 

Ubuntu 16.04 LTS desktop 64-bit is recommended. 

BP35C0-J11 Wi-SUN wireless module 

Scripts change the operation to the following each mode: 

- OTA Server, HAN PAN coordinator 

- OTA Client, HAN end device 
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1.3 Terms and definitions 

Table 2: Terms and definitions 

Term Definition 

Enhanced HAN Abbreviation of Enhanced Home Area Network 

Wi-SUN profile for communications between HEMS and home electronics 

OTA Over The Air 

OTA Server Device that controls OTA update 

OTA Client Device that is the target of OTA update 

1.4 Reference documents 

Table 3: Reference documents 

No. Document name 

1 J11 UART IF Specification 

2 J11 OTA Update Specification 

  



J11 OTA Update Sample Scripts Operation Manual 

3 

 

2. Execution environment 

To run sample scripts, the following environment is required for test PC. 

 python 3.5 or later is installed. 

python package as described later is installed. 

 Wi-SUN wireless module (BP35C0-J11) serial device is recognized. 

 
Verified environment 

 Ubuntu 16.04 LTS desktop 64-bit 

 Python 3.5.2 

2.1 Required Python package 

The sample scripts use the following packages. 

Before executing the sample scripts, install the packages below. 

 pySerial 

 IntelHex 

 
Installation instructions 

1. Install pip (not necessary if installed). 

 

 

2. Install the package. 

 

 

  

$ sudo apt-get install python3-pip 

$ python3 -m pip install pyserial intelhex 
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3. OTA update execution instructions 

OTA update instructions using the sample scripts are provided below. 

Steps 

1. Start up OTA Server. 

For details, see §3.1 “Starting up OTA Server”. 

2. Start up OTA Client. 

For details, see §3.2 “Starting up OTA Client”. 

3. Sequentially execute the OTA Update Menu on OTA Server. 

For details, see §3.3 “Sequentially executing OTA Update Menu on OTA Server”. 

4. Check the update result on OTA Client. 

For details, see §3.4 “Checking update result on OTA Client”. 

 
Parameters in execution example of this Chapter are described in the table below. 

Table 4: Parameters in execution example 

Parameter name Value 

OTA Server MAC address 00:1D:12:91:00:00:06:0B 

Serial communication device file /dev/ttyUSB0 

OTA Client MAC address 00:1D:12:91:00:00:07:D9 

Serial communication device file /dev/ttyUSB1 

Channel number 14 (926.5MHz) 

PAN ID 0x5555(21845) 

HAN PANA authentication password Char:0123456789ABCDEF 

Hex:30313233343536373839414243444546 
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3.1 Starting up OTA Server 

Execute sample_server.py. 

For details of the command option, see §4.1 “Command option of sample_server.py“.  

Execution example: 

 

 
Note: “-ca” is the MAC address of OTA Client. 

After OTA Server starts up as a HAN PAN coordinator, it waits for HAN connection completion from OTA Client.  

The screen after the start-up is shown below. 

 

Fig. 2: sample_server.py execution screen (start-up) 

  

$ sudo python3 sample_server.py -s /dev/ttyUSB0 -c 14 -p 5555 -ca 001D12910000088A 

-cp 30313233343536373839414243444546 
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3.2 Starting up OTA Client 

Execute sample_client.py. 

For details of the command option, see §4.2 “Command option of sample_client.py”. 

Execution example: 

 

 
Note: “-sa” is the MAC address of OTA Client.  

After OTA Client starts up as a HAN End Device, it waits for completion of HAN connection with OTA Server. 

When HAN connection is completed, OTA Client waits for Notify OTA Operation Initiation and Notify OTA 

Operation Termination. 

 

Fig. 3: sample_client.py execution screen (HAN connection completion) 

Notes: 

When OTA Client starts up without starting up OTA Server, the start-up fails in the initiation of HAN operation. 

After starting up OTA Server, re-start up OTA Client. 

 

Fig. 4: sample_client.py execution screen (HAN connection failure)  

$ sudo python3 sample_client.py -s /dev/ttyUSB1 -c 14 -sa 001D12910000060B -cp 

30313233343536373839414243444546 
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3.3 Sequentially executing OTA Update Menu on OTA Server 

When OTA Server completes HAN connection with OTA Client, OTA Update Menu appears. 

Then, sequentially execute 0. to 7. of OTA Update Menu. 

When 04. Start OTA Write is executed, “Please input file path” appears, and enter the file path of firmware (*.hex) 

for OTA update, and then press Enter. 

 

Fig. 5: sample_server.py execution screen (connection completion) 
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3.3.1 OTA Update Menu execution screen 

Execution screens (as examples) with each menu selected are shown below. 

 

Fig. 6: sample_server.py execution screen (0. Open UDP Port) 

 

Fig. 7: sample_server.py execution screen (1. Start OTA Mode) 

 

Fig. 8: sample_server.py execution screen (2. Get OTA Version Information) 

 

Fig. 9: sample_server.py execution screen (3. Get OTA Write BANK Information) 

 

Fig. 10: sample_server.py execution screen (4. Start OTA Write) 
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Fig. 11: sample_server.py execution screen (5. OTA Data Write) 

 

Fig. 12: sample_server.py execution screen (6. End OTA Write) 

 

Fig. 13: sample_server.py execution screen (7. End OTA Mode) 
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3.4 Checking update result on OTA Client 

Check the version upgrade result of Notify OTA Operation Termination on OTA Client. 

When “Version upgrade succeeded” appears, OTA update succeeded. 

To reflect updated firmware after OTA update, execute Reset Hardware on the Wi-SUN module. 

 

Fig. 14: sample_client.py execution screen (OTA update success) 
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4. File description 

Table 5: Files list 

File name Description 

sample_server.py OTA Server main module 

sample_client.py OTA Client main module 

isb_wsn_ota.py Wi-SUN stack OTA update communication control module 

isb_wsn_serial.py Wi-SUN stack serial communication control module 

4.1 Command option of sample_server.py 

Table 6: Command option of sample_server.py 

Option Description 

-s Serial port device file 

Example: /dev/ttyUSB0 

-c Channel number (decimal) 

Example: 14 

-p PAN ID 2 bytes (hexadecimal character strings) 

Example: 5555 

-ca MAC address of OTA Client 8 bytes (hexadecimal character strings) 

Example: 001D12910000088A 

-cp Password of HAN PANA of OTA Client 16 bytes (hexadecimal character strings) 

Example: 30313233343536373839414243444546 

4.2 Command option of sample_client.py 

Table 7: Command option of sample_client.py 

Option Description 

-s Serial port device file 

Example: /dev/ttyUSB1 

-c Channel number (decimal) 

Example: 14 

-sa MAC address of OTA Server 8 bytes (hexadecimal character strings) 

Example: 001D12910000060B 

-cp Password of HAN PANA of OTA Client 16 bytes (hexadecimal character strings) 

Example: 30313233343536373839414243444546 
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